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Minutes of the Sixth Meeting of the Ad Hoc Committee on Portuguese Communication 

Security 

HELD: Pentagon, 26 July 1951. 

PRESENT: Ur. William F. FRIEDMAN, AFSA, Chairman 

Capt. Edwin A. TAILOR, USN, NATO 
Colonel Gordon E. DAWSON, USA, ID 
CDR Mark T. LITTLE, USN, NATO 
Ur. William HARVEY, CIA 
Ur. Winston SCOTT, CIA 

Ur. Rober^F.^ PACKARD, 3HK Department of State 

The CHAIRMAN opened the meeting by asking for corrections to the Minutes 
* \ 

of the Fifth Meeting. CDR LITTLE WKt asked that the sentence of page 2: 

" M .and CDR LITTLE confirmed this impression. In reply- to Mr. 
FRIEDMAN's query why this was so, CDR LITTLE stated that no 
- - reason had been voiced by the nations — they simply had made 
no effort to compile their own National settings." 

be amended to read: 

"...and CDR LITTLE stated that no information in this regard had 
been received." 

Ur. SCOTT asked that the sentence rimIMi (pp.2-3): 

"Mr. SCOTT referred to the memorandum mentioned in the previous 
meeting which had been sent to the Director, AFSA by CIA tith 
regard to the request of the Portuguese ilxfcsxwxtixnKkxxxAxS&dkx 
a waciEt l q p xRBitMX’iHBE^ . . ." 

amended 

faw vmssimiainfri rt M because of its factual inaccuracy be mhM to read: 

"Mr. SCOTT referred to the discussion with AFSA which had been 
mentioned in the previous meeting with regard to the request 
of the Portuguese..." 
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Mr. PACKARD asked that the sentences on page 5 



“(l) Whether it should be regarded as an fetfam indirect approach toward, 
and laying a background for, the improvement of the communication security 
of Portugal; 

(2) Why Portugal had been selected from among the various nations for 
this improvement; and" 

be amenddd to read: 

"(1) Whether it should be regarded as an indirect approach toward, 
and laying a background for, eventual, direct efforts to improve 
the communication security of Portugal; 

(2) Why Portugal had been selected alone at this time from among 
the various nations for this improvement; and" 

Mr. PACKARD also requested that the following sentence be struck from the 

minutes (page 9): 

"Mr. FRIEDMAN's question whether the school might be placed under 
the State Department met with negative response from Mr. PACKARD 
for reasons 6f security and politics." 

Mr. FRIEDMAN noted that through an error of the recorder MksmmMmHMUM 

the abbreviation NDA had been substituted for the correot abbreviation MDAP 

(MQtual Defense Assistance Pact ) sfa i rtkwxgmtte^twgxanui twamm in the sentence: 

(page 8): 




"Col. DAWSON remarked that under the MDAP program it was possible..." 
ItoouMxtiirtxIdm 

III TTinil lllln ii I Tii l ilffim ■■■Illiinilii 
No other corrections, deletions, or additions being offered, the Minutes of the 

"Tag 



Fifth Meeting were accepted as corrected. 
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Revision of draft report by Mr, FRIEDMAN : The Chairman then passed 

to members of the Committee copies of a report on Portuguese communication 

security which he had written as a draft report of the MB Ad Hoc 

Jku*> fu. v! 

Committee to USCIB. He asked t h e mmnrltt aa t e e ev iewu ft b briefly and 

& 

comment? upon, tftt A detailed analysis of the changes in the report accepted 
by the Committee will be found in the Appendix. Where possible the name 
of the member proposing the change will be found in brackets following 
the change. All changes were made by common consent, and in no instance 
was a dissenting voice raised to a change as finally adopted. 

Subsidiary eomnents by members : With regard to Paragraph A the 
following eomnents were made: 

Capt. TAILOR noted that the wording "information that clearly falls 
within the limits stipulated by the definitions *would by definition 



include national comment disclosing COSMIC information since such carmen t 
is COSMIC. Col. DAWSON replied, however, that the shaded cases were those 
which made it difficult to determine whether COSMIC information had been 



included. Mr. HARVEY remarked that An the whole body of national comment 

— 



an NATO and COSMIC matter sj there was more revealing inf ormati on^than in 
the COSMIC material itself. He considered the long-range answer to be 
a drive through SHAPE toward convincing the countries concerned of the 



security of the TYPE! system and insisting not only that they stamp 
COSMIC on the material but that they send it through systems authorized 
for COSMIC. To CDR LOTUS' s objection that SHAPE had no jurisdiction 
over Portugal, Mr. HARVEY replied that Portugal must then be approached 
separately. Capt. TAYLOR remarked alee. that SHAPE had only military - 
authority and that the Council Deputies had no relationship to SHAPE. 
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CDR LITHE recommended an approach to the Council Deputies through the 
Standing Group, and Mr. HARVEY concurred with the additional remark that 
the steps should be (1) to strengthen the confidence of NATO members in 
the use of TYFEX and (2) to insist that national comment containing 
COSMIC material be encrypted by TYFEX. Ur. FRIEDMAN agreed that this 
would be excellent, if it could be done. He pointed out, however, that 
even the United States did not wish to restrict itself to TYPKX in this 
regard, and continued to use the ECU or its equivalent State Department 
system^ Capt. TAYLOR agreed and furnished examples of U.S. opinion in 
this matter. 



With regard to Paragraph 5. Ur. PACKARD asked if he was correct in his 
interpretation that no matter was considered COSMIC until a formal paper 
had been submitted and tabled either jointly or by one nation. Upon 
receiving confirmation from CDR. LITHE and CAPT TAYLOR, Ur. PACKARD 
noted that there could be any number of communications to and from a 
government and its rspresentatives discussing matters which would be 
defined as COSMIC only when they were tabled. It would not be easy to 
extend the definition of COSMIC to the preparation of such papers because 
of (1) need for wide, sometimes world-wide, distribution of such prepara- 
tory papers, and (2) the difficulty of instituting an extensive registry 
for such papers should they be defined ae COSMIC. CAPT TAYLOR agreed 
that should this be put into effect, the Department of State would be 



EEF ID : A67213 




: 'PL 86-36/50 use 3605 
EO 3.3(h) (2) 



put to considerable disadvantage. Mr. HARVEY remarked that this substan- 
tiated his opinion that it was possible to stop only a small part of the 
"violations" of security, and specifically those clearly containing 
COSMIC information. To Mr. FRIEDMAN’S question about the feeling of the 
British in this matter, CAPT TAILOR replied that he was not present at 
the meetings at which this was decided but that he was of the opinion 
that the British concurred. Mr. SCOTT pointed out that the British, of 
course, were using TYPE! or one time pads and that this regulation 
therefore was agreeable to them. 

lfr. PACKARD referred to page 2 of USCIB 23/18 where it was stated 
that the information disclosed by 



Since the 



writing of the report, however, serious breaches of security involving 
COSMIC affairs of political import had occurred. He therefore urged 
that the Committee concentrate on the improvement of security measures 
in regard to the handling of COSMIC material, dissociating this problem 
for the time being from To this the 



CHAIRMAN demurred with the question how one type could be told specifically 
from the other. Mr. PACKARD replied that direct demonstration of the 

would be needed, a proposal 



strongly opposed by the CHAIRMAN and the CIA representatives, Mr. HARVEY 
and Mr. SCOTT, who felt that another type of approach was required. 
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CDS LITHE objected to Paragraph 7 because of its factual Inaccuracy. 

He indicated that (1) all TIPEX machines had not yet been distributed as 
was stated and (2) the machines were in the home ministries of NATO 
countries and in the embassies of those countries having members of NATO. 
Thus the United States has a TYPEX machine in Washington, London, Paris 
and Rome. The 200 TIFEX machines which had been allocated had been 
distributed on a priority basis of (1) international agencies of NATO 
such as the Regional Security Ccmnittees and the Standing Group, (2) 
military representatives of the member governments, (3) Foreign offices 
and embassies in each of the places where they had representatives in 
NATO, and (4) the highest level military authorities. aag xtiunwJSejgi 

CDR LITTLE also reiterated his 
opinion that a wider distribution of TIFEX machines would extend rather 
solve the problem and therefore suggested that the paragraph be struck. 
With this the Committee agreed. 

With regard to Paragraph 9(7)* . the CHAIRMAN asked if CAPT TAILOR 
could query the British whether any requests for the British memorandum 
describing the method of compilation of simplex settings had been 
received from member nations of NATO. CAPT TAILOR indicated that he had 
asked the British Mission this question on 19 July but had not yet 
received a reply. He said that he thought the channel available to the 
CHAIRMAN through CDR CHILES of the U.S. Liaison Office at GCHQ was an 
easier method of ascertaining this than the channels available to him. 
Ur. FRIEDMAN agreed immediately to ask CDR CHILES to obtain this 
information. 



* Numbers in parenthesis refer to the draft as revised 
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Ur. PACKARD asked whether we would wish to allow the Portuguese to 
prepare their own settings without reference to the British memorandum 
on how it was done. 



With regard to Paragraph 11 (9) the Conmittee desired to emphasize 
the seriousness of the most recent violation by pointing out that it was 
a violation of COSMIC security regulations. This fact was incorporated 
in the revised draft. Ur. HARVEY asked that the source of the Portuguese 
text be ascertained and the CHAIRMAN indicated that he would have the 



Portuguese text and the translation rechecked letter for letter. 

With regard to Subparagraph 12 (10) b CAPT TAYLOR remarked that 
courier service at the disposal of NATO was limited basically to 
Washington/London . From London the various national countries were "on 
their own". Col. DAWSON' s question whether any space had been provided 
for national couriers received a negative reply from CAPT TAYLOR and 
CDR LITTLE. By common consent this subparagraph was struck from the 



report. 
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CDR LITTLE reiterated, with Ur. HARVEY' b' concurrence, that it was 
desirable to hold the distribution of TYPEX machines to the barest 
minimum. The part of the paragraph following (1) was therefore struck 
from the report as not reflecting the thought of the Committee. 

At 1ft*. PACKARD'S suggestion the following sentence was added to 
Paragraph 14 (12): "In order to be assured that such a training program 

would be applied to all those levels of the National Governments which 
would be handling these communications, these courses should be estab- 
lished with the approval of the Council Deputies." * 



OGA 




A discussion followed of how the Portuguese could be shewn that 
their cryptographic systems were poor, I 



* By error, this sentence was emitted from the Revised Draft of 26 July 
1951: it was incorporated in a slightly changed form: Draft of 27 July 

1951. 0 T~y ' 
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CAPT TAYLOR suggested that an attempt be made through Hr. SPjfrFGRD, 
President of the Council Deputies, citing the violation of COSMIC 
security regulations. Contrary to Ur. SPAFFQHD ' s instructions that the 
information he had given be sent home only by courier, the Portuguese 
sere known through an agent to have relayed the material by wire. 



Mr. SCOTT pointed out that the approach did not guarantee any future 
improvement in Portuguese conmunication security procedures. CAPT 
TAYLOR said he thought this approach would succeed if the message itself 




use for national comment a machine provided by NATO. In his opinion 
the emphasis should be laid upon getting the Portuguese to use courier 
service far COSMIC matters. 



CDR LITTLE was of the opinion that the matter could be handled as a 
violation of standard security regulations applicable to COSMIC matters. 
The member nations had undertaken to protect the secrets of other nations. 
This had clearly been violated by Portugal and the Standing Group could 
cite Portugal for violation of a security regulation without disclosing 
intimately the nature of the violation. 



CAPT TAYLOR remarked, however, that a specific example would be 
.required by Portugal if CDR LITTLE' e proposal was followed. He thought 
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that the idea of convincing the Portuguese of the security of TYPEX 



could not be dissassociated from 






Mr. PACKARD remarked that this was true and inevitably 







With regard to Paragraph 17, Ur. HARVEY questioned (1) the need for 
the approval of the National Security Council for an approach to the 
Portuguese and (2) the need of a precedent afforded by the situation in 
regard to French communication security. He said that he believed if 

its 

USC IB wished to carry the natter to the NSC, this was their prerogative; 
he believed, however, that USC IB could act without the authority of NSC. 
Ur. SCOTT supported this view with the observation that the natter of 
Trench security had been considered on a tripartite level; whereas with 
Portugal a unilateral approach was being considered. Ur. FRIEDMAN 
expressed sons concern about the approach to any government on a matter 

to this Mr. HARVEY 



mW Wm rnrwr- 

replied that^USCiB was sufficient^ 11 11 "Uftffj- He pointed out that the 
natter of French security had already been approached from a higher level 
before USC IB was involved. As early as 1948 General MARSHALL had 



considered the possible improvement of French security. He reiterated 
that if USCIB wanted to go to NSC that would be its prerogative, but the 
Ad Hoc Committee need refer the natter only as far as USCIB. By common 
consent the paragraph was deleted. 

All members agreed that although a unilateral (U.S.) approach was 
preferable, the British must be informed of the situation and of any 
remedial measures taken. At Mr. HARVEY'S suggestion the second and third 
sentences were deleted and a substitute sentence added. Again at Mr. 

11 
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HARVEY' s suggestion the last sentence was deleted in view of placing it 
among the concrete recommendations of the Committee. Ur. HARVEY 
emphasized that the British must be aware that the main source of leakage, 

and expressed surprise that the 



British had not already expressed their concern to the U.S. about the 
two recent violations of COSMIC security. 

A possible answer was offered by Mr. SCOTT and Ur. PACKARD who 
reminded the Committee of the reluctance of the U.S. to take immediate 
steps in regard to French security when the British were most anxious 
that emergency measures be taken. It was suspected that the British in 
this instance had assumed an attitude of "watchful waiting" . 

With regard to Paragraph 20 (17), CDR LITHE cited for the CHAIRMAN 
a document of the Standing Group (SG 41/13) of 10 April 1951 which 
outlined (para. 5) even more clearly than D.C. 2/7 the responsibility of 
the Security Coordinating Conmittee for the security arrangements of the 
member nations. This document waa placed at the CHAIRMAN'S disposal 
for inclusion of pertinent paragraphs into the Coomittee's report. 

The Committee then branched into a discussion of the best means of 
handling the imnediate Portuguese situation. 

Ur. PACKARD expressed the view that the best method was the revela- 

He evaluated the damage 



tion 



inherent in continued violations such as the last one as meriting 
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llr. PACKARD reminded the Committee that he thought its main task mas 
(1) to eliminate impractical solutions to the problem, such as the one 
recently suggested that a message be sent to General EISMHCWER to 
instruct the Portuguese in the matter of security, and (2) to give USCXB 
a number of practical solutions from which to choose. He mentioned 
among the practical suggestions already proposed by the Committee the 

extension of the use of courier service, investigation by the Standing 

■» 

Group of the security of member nati ons and a long-range training course 
in security. Ifr. PACKARD was still of the opinion 
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CDR LITHE agreed with Mr. HARVEY's remarks insofar as, according 
to his observations, the Portuguese already felt somewhat inferior in 
comparison with other NATO members and would be thoroughly frightened 
by such an approach. He stated again that the last violation was In 
most flagrant disobedience to COSMIC security regulations. 

Under pressure of time, the CHAIRMAN adjourned the meeting until 
the next day, Friday July 27 at 13 00 hours, Pentagon 20656. He asked 
that members of the committee consider carefully possible solutions to 
the problem. 
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